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A mathematical model is considered for determining the main features of identification and recognition of
radio-electronic means of space and Earth satellite communication stations, which are an important component of
critical information infrastructure, using the radio frequency spectrum for the needs of public administration, national
defense, state security and law enforcement. The model describes the tools for solving applied problems of radio
monitoring as part of the state management of the use of the radio frequency spectrum, based on probabilistic
indicators of spectral and energy characteristics and parameters of the functioning of radio electronic means placed on
orbiting satellites and Earth stations of satellite communications.

Keywords: critical information technologies; state security; law enforcement; electronic means; radio control;
space and Earth satellite communication stations; satellite radio monitoring stations; spectral and energy
characteristics of radio-electronic means of reallocation.

BIBLIOGRAPHY (TRANSLITERATED)

1. Federal'nyj zakon Rossijskoj federacii ot 26 ijulja 2017 Ne 187-FZ «O bezopasnosti kriticheskoj
informacionnoj infrastruktury Rossijskoj Federacii». — M.: Konsul'tant Pljus, 2021 [Jelektronnyj resurs].
— URL: www.consultant.ru (data obrashhenija; 01.12.2021).

2. Federal'nyj zakon Rossijskoj federacii ot 7 ijulja 2016 Ne 126-FZ «O svjazi». — M.: Konsul'tant Pljus,
2021 [Jelektronnyj resurs]. — URL: www.consultant.ru (data obrashhenija 01.12.2021).

3. Postanovlenie Pravitel'stva Rossijskoj Federacii ot 01 aprelja 2005 goda Ne 175 «Ob utverzhdenii Pravil
osushhestvlenija radiokontrolja v Rossijskoj Federacii». — M.: Konsul'tant Pljus, 2021 [Jelektronnyj
resurs]. — URL: www.consultant.ru (data obrashhenija: 01.12.2021).

4. Basukinskij A.B. Radiokontrol' sputnikovyh sluzhb. — Radiochastotnyj spektr. — Ne 6, 2010. — M.: OO0
Tipografija «Pechatnyj jekspress», 2010. — S. 16-18.

5. Basukinskij A.B., Meshherjakov V.V. Osobennosti radiokontrolja zemnyh stancij sputnikovoj svjazi. —
Radiochastotnyj spektr, 2011. — Ne 5(17). — M.: OOO Tipografija «Pechatnyj jekspress», 2011. — S. 32-

35.
6. Mezhdunarodnyj informacionnyj cirkuljar po chastotam (BR. IFIC (Space Services)). — Zheneva: MSJe,
2010. - [Jelektronnyj resurs. - URL: https://www.itu.int/ITU-

D/tech/spectrum_management/SpaceCom_Moscow_March2010/Presentations/V_Nozdrin_5.pdf  (data
obrashhenija: 01.12.2021).

7. Askinazi G.B., Bykov V.L., D'jachkova M.N. Sputnikovaja svjaz' i veshhanie: spravochnik. — 2- e izd.,
pererab. i dop. / Pod red. L.Ja. Kantora. — M.: Radio i svjaz', 1988. — 344 s.

8. Jespinosa Miljan A., Shahparonov V.M. Obnaruzhenie zamiranij Rajsa i Releja v sputnikovyh
radiosignalah na fone gaussovskogo shuma. — Zhurnal radiojelektroniki, 2011. — Ne 7. — [Jelektronnyj
resurs]. — URL.: http://jre.cplire.ru/jre/julll/5/text.html (data obrashhenija: 01.12.2021).

9. Tihonov V.I. Statisticheskaja radiotehnika. — M.: Sovetskoe radio, 1966. — 678 s.

10. Obosnovanie taktiko-tehnicheskih trebovanij k mobil'nomu mnogofunkcional'nomu kompleksu
radiokontrolja SVCh diapazona: nauchno — tehnicheskij otchet po 1 jetapu raboty. — Chast' 2. — OO0
«NPF «Radian-M», 2006.

11. Okazanie uslug svjazi: reglament. — M.: FGUP «Kosmicheskaja svjaz'», 2011.

12. Kontrol' za spektrom: spravochnik. — Zheneva: Bjuro radiosvjazi MSJe, 2011. — 746 s.

13. Reglament radiosvjazi. — Zheneva: Bjuro radiosvjazi MSJe, 2008. — 415 s.

14. Razrabotka predlozhenij po rasshireniju funkcional'nyh vozmozhnostej stancii sputnikovogo
radiokontrolja FGUP «RChC CFO» i po porjadku registracii stancii sputnikovogo radiokontrolja v MSJe.
Shifr «Sputnik-RK». — Nauchno-tehnicheskij otchet. — Tom 1. — M.: FGUP «NIIIR», 2009.

YK 519.856
O.A. BEJIOLIEPKOBCKUI, JI.E. MUCTPOB

METOJ OBOCHOBAHMS DTAJTOHHBIX PEINEHA
B CTPYKTYPE HHO®OPMAIIMOHHO-OBYYAIOIIIUX CUCTEM
IMOUCKA HEMCITPABHOCTEM B PAJINOSJIEKTPOHHBIX OFBEKTAX

IIpeonazaemes memood 0OOCHOBAHUS ONMUMANLHO20 PeUleHus (Mapuwpyma) npu pewenuy 3a0adu
paspabomku uHGOPMAyUoHHO-00YUAIOWUX CUCeM 6 UHmepecax obecnedeHnus NOUCKA HeUCnpasHocmell 6
CMPYKMype — CIOJICHLIX — UEPAPXUYECKUX MHO20VPOBHESbIX PAOUOIIEKMPOHHBIX  00bekmos. B ocnoey
paccyscoenull  NONONCeH Memoo emeell U SPaHuy 8 COYemaHuyu ¢ AHATUMUYeCKUMU pacyemamu,
COCMAsNAWUX OCHO8Y  AHATUMUKO-UMUMAYUOHHOU MOOelU NOUCKA HeUCNpasHocmel 6 CmpyKmype
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MEMOOUHeCKo20 U UHPOPMAYUOHHO20 00eCeyeHUst UHPOPMAYUOHHO-00yYarowux cucmem. Hnmocmpupyemcst
Ha npumepe pabomocnocooOHOCHb NPedaazaemozo Memood.

Knrouesvle cnosa: paouosnekmpoHuvili  00beKm, HEUCNpagHoOCmy,  NOUCK,  0DyHeHue;
uHgopmayuoHHo-06yuaeman cucmema, mMemoo; Mooeib, noKazameiv;, Kpumepuil, Memoo eemaeti U epaHuy;
aghhexmusHocmo, 8pems; ONMUMU3AYUSL, IMATOHHOE peuleHue.
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JUSTIFICATION METHOD FOR REFERENCE SOLUTIONS
IN THE STRUCTURE INFORMATION AND LEARNING SEARCH SYSTEMS FAULTS
IN RADIO ELECTRONIC OBJECTS

A method is proposed for substantiating the optimal solution (route) when solving the problem of developing
information-learning systems in order to ensure troubleshooting in the structure of complex hierarchical multi-level radio-
electronic objects. The method is based on the application of the branch-and-bound method in combination with analytical
calculations, which form the basis of the analytical-simulation model of troubleshooting in the structure of methodological
and information support of information-learning systems. The workability of the proposed method is illustrated by an
example.

Keywords: radio-electronic object; malfunction; search; training; information-learning system; method;
model; indicator; criterion; branch-and-bound method; efficiency; time; optimization; reference solution.
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V]IK 004.932.2
B.A. TAUBOPOHCKUM

noaxoa K CO3JAHUIO OBBEMHOI'O ITAHOPAMHOI'O U30BPAKEHUSA
HA OCHOBE ITACCUBHBIX METOAOB OIIPEAEJIEHUSA KAPT I'/1YBUHbI

B oanmnoii cmamve npednosicen nooxo0 nocmpoenus 00beMHO20 NAHOPAMHO20 U300PANCEHUS, C
UCNONIb306AHUEM OYEHKU PACCMOSHUSL 00 00BEeKMO8 HA OCHOBE NACCUBHBIX MEMO008 NOCMPOCHUs Kapm
21YOUnbL, /151 MHO2OKAMEPHBIX MACUMAOUPYEMbIX CUCTIEM.
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AN APPROACH TO CREATING A THREE-DIMENSIONAL PANORAMIC IMAGE
BASED ON PASSIVE METHODS FOR DETERMINING DEPTH MAPS

This article proposes an approach to constructing a three-dimensional panoramic image, using an estimate of
the distance to objects based on passive methods of constructing depth maps, for multi-chamber scalable systems.

Keywords: technical vision; computer vision; panoramic image; depth maps; stereo vision; multi-camera
systems.
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YJIK 539.3

HM. TTEPACUMOBA, C.U. AKYIIHA

AJITOPUTM UHTEPIIPETAIIHN

MATEMATHUYECKOMN MOJIEJIA ITPEJEJA ITIPOYHOCTHU KOMITIO3UTA

B pabome npednacaemcs x paccmompenuio mamemamuieckas Mooeib npedena NpoYHOCmU
KOMRO3Uuma, Komopas no360J15em NpocHO3Uupo8ams paspyuieHue mamepuana. llpednoscensvr ananumuyecxkue
8bIPAdICEHUs OISl pacyema U ONUCAH NPOYecc Nepexo008 Mexcdy OCHOBHbIMU NOLONCEHUAMU MOOEU.

Knrouesvle cnosa: mamemamuueckas mooenw, ouazpamma SDT,; adee3uonnvill KoHmaxm, npeoen

npoOYHOCNU.
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ALGORITHM FOR INTERPRETATION
OF THE MATHEMATICAL MODEL OF THE ULTIMATE STRENGTH OF THE COMPOSITE

The paper proposes to consider a mathematical model of the ultimate strength of the composite, which allows
predicting the fracture of the material. Analytical expressions for the calculation are proposed and the process of
transitions between the main provisions of the model is described.

Keywords: mathematical model; SDT diagram; adhesive contact; ultimate strength.
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Y IK 004.94:004.622
H. IYVKXH, P. KAYP, A.JI. MAIIIKOBA, 1.B. HEBOJIMH

UH®OPMAIIMOHHOE OBECIIEYEHUE ATEHT-OPUEHTUPOBAHHOMN MO/IEJIA
JUHAMMUKHU PACITPOCTPAHEHUSA AHEMUH B CTPAHAX BPUKC

B Oaunoii cmamve paccmampusaromcsi 80npocul paspadoOmKu UHGOPMAYUOHHO20 obecneyeHus:
a2eHm-opueHmuposaHHol Mooeau OUHAMUKU PACNPOCMPAHEHUs AHeMUl, 8 YacmHOCMU, CMPYKmMypbl Oa3vl
OaHHBIX MOOENU U UCXOOHBIX OaHHbIX MoOenauposanus, oocmynuwix 6 cmpanax BPUKC (Poccuu, Hnouu u
FOAP). Usyuena cmpyxmypa 00Cmynuvlx OmMKpbimslX OAHHLIX O HOJOBO3PACMHOL CHMPYKIMYpe HACEeNeHUs U
3abonesaemocmu anemuell 8 HaAOIOOAEMbIX SPYNNAX HACENeHUsl 8 paziudnbix cmpanax. Ilpeocmagnen
aneopumm  Qopmuposanus Haceienus U YCMAHOBKU UCXOOHBIX YPOsHell 3abonesaemMocmu  cpeou
Hab00aeMblX epYNn HaceleHus.

Knrouesvle cnosa: azenm-opueHmuposannas Mmooeivb, 0a3za  OAHHLIX, UCXOOHbIE OAHHble
MOOENUPOBAHUL, ATIROPUMM, AHEeMUS, HACeleHUe.
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INFORMATION SUPPORT OF THE AGENT-BASED MODEL
OF ANEMIA DYNAMICS IN THE BRICS COUNTRIES

This article discusses development of information support for the agent-based model of anemia dynamics, in
particular, structure of the model database and initial modeling data available in the BRICS countries (Russia, India
and South Africa). Structure of the available open data on the age and gender structure of the population and the
incidence of anemia in the observed population groups in various countries has been studied. The algorithm for the
population formation and setting the initial levels of morbidity among the observed population groups is presented.

Keywords: agent-based model; database; input modeling data; algorithm; anemia; population.
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YK 004.02, 004.4
10.H. MACJIAKOB

MOJEJIb CTABMJIM3ALUU KPYI'OBOI'O TAHOPAMHOTI'O
BUJAEOU30OBPAKEHUSA 110 'OPU30OHTY IIPU ITPOU3BOJIBHOM BPAILIEHUUN
CUCTEMBbI KAMEP THUIIA «PBIBUH TJIA3»

B cmamve paccmompena npobnema Gopmuposanus cmabUIUUPOBAHHOZO NAHOPAMHO20
U300padceHusi NO 20PU3OHMY NPU NPOU3BOILHOM GPAUWCHUU CUCMEMbl KaMmep muna «puloui enasy». B
Kayecmee peuieHusi npooiemvl npeonazaemcs: MamemMamuyeckas Mooenb QopmMuposanus cgepuieckoll
nanopamuvl Ha ocroge Odannvix MEMS cencopos. [lpouszsedena anpobayusi noiyyeHHvIX pe3yibmamos Ha
annapamuom KOMHIEeKce.

Knroueswie cnosa: oopadbomxa uzobpasicenuil, cpepuneckas nanopama, cmaduiuzayus.
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MODEL OF STABILIZATION OF A CIRCULAR PANORAMIC VIDEO IMAGE ON THE HORIZON
WITH AN ARBITRARY ROTATION OF THE «FISH EYE» CAMERA SYSTEM
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The article deals with the problem of the formation of a stabilized panoramic image along the horizon with
arbitrary rotation of the system of cameras of the «fish eye» type. As a solution to the problem, a mathematical model of
the formation of a spherical panorama based on the data of MEMS sensors is proposed. The results obtained have been
tested on the hardware system.

Keywords: image processing; spherical panorama; stabilization.
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HUHDOPMAIIMOHHBIE TEXHOJIOI'MHU B COILIHAJIBHO-OKOHOMUYECKHUX
U OPI'AHUBAIIUOHHO-TEXHUYECKHUX CUCTEMAX
VJIK 004.04
E.E. BU3SHOB, A.A. TYTHUK

KOHIENIUWA NPOTHO3UPOBAHUSA DQHEPI'OITIOTPEBJIEHUA
I'OPHOJOBBIBAIOIIEI'O ITPEAIIPUATHUA

Paccmompena  npobnema  npocno3uposanus — dHepeonompebneHus  20pHO000bI8AIOWe20
npeonpusmus.  Paccmompenvt  paziuunvlie  6uobl U UCMOYHUKU — OAHHLIX,  UCHONb3YEMbX — NpU
npoeHosupoganuu. Ilpeonooicena KoHyenyusi nPOSHOSUPOBAHUS IHEPLONOMpPeOenUs 20pHO000bI8AIOUe20
npeonpusmus. [ns yeeiuvenus mouHocmu npocHo3a NpeosioHCeHO UCNONb3068aMb 0emepMUHUPOBAHHbIE U
cmamucmuieckue MoO0enu U Memoosl, a maxdxice Memoobl UHMENNIeKmyanbhou o6pabomku Oannvix. B
Kayecmee MoOenu NpeonodtCeHO UCNONb308AMb HEUeMmKYI0 UCKYCCMBEHHYIO HEUPOHHYIO Cemb, KOMOpAsl
MOdcem UCHONb308AMb ANNApam HeYemKou A02UKU, HeOOXOOUMbIU U3-3a YYACMUS 6 HPOSHO3UPOSAHUU
JUHSBUCTNUYECKUX 3HAYEHU.

Knroueesvie cuosa: npocHosuposanue, KOHYyenyus, UcCKyccmeeHHble HeﬁpOHHble cemu,
JUHSBUCMUYECKUE MEPMbBL, HEUEMKAS 102UKA.
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THE FORECASTING ENERGY CONSUMPTION CONCEPT FOR A MINING ENTERPRISE

The forecasting energy consumption problem for a mining enterprise is considered. Various data types and
data sources that used in forecasting are considered. The energy consumption forecasting concept for a mining
enterprise is proposed. To increase the accuracy of the forecast, proposed to use deterministic and statistical models
and methods, as well as methods of intelligent data processing. As a model proposed to use a fuzzy artificial neural
network, which can use the fuzzy logic, which is necessary due to participation in the prediction of linguistic values.

Keywords: forecasting; concept; artificial neural network; linguistic term; fuzzy logic.
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N.C. KOHCTAHTHHOB, E.C. PYIAKOB, B.. ®EZIOPOB, H.B. IIIEPEMHNHA

MOAXO0JI K CO3JIAHUIO YHUBEPCAJIbHOM CUCTEMBI CEOPA,
XPAHEHMUSA U ITEPEJAYU PASHOPO/HBIX JAHHBIX
Ob OKOJIOI'MYECKOM COCTOAHHUU OBBEKTOB U ITPOLHECCOB
AT'POITPOMBIIIVIEHHOTI'O KOMIUVIEKCA

B cmamve npedcmasnen nooxoo kK co30anuto yHUSEpCaibHOU cucmemsl coopa, XxpaHerus u nepedaiu
PA3HOPOOHBIX OAHHLIX 00 HKONO2UHECKOM COCMOSHUU O00bEKMOo8 U Npoyecco8 acponpomMbluLIeHHO20
KOMNeKca, KOMOopulil 8KI0YAem @ ceOs UCoNb308anue pa3pabomanHuix mooenell U ai2opummos. Mooeb
cOopa  MHOJICECHBEHHbIX — PASHOPOOHBIX OGHHBLIX C  PA3IUYHLIX ~MUNOE  UCMOYHUKOS,  ANCOPUMM
@YHKYUOHUPOBAHUA CReyuaibHO20 YCMpoticmea 0a coopa u nepedauu OaHHbIX, hopmam coobujeHull 0ns
nepeoayu uHghopmayuu om 0aHHO20 YCMPOUCMBA K CUCHeMe XPAHEHUs, MOOelb XPAHEHUS MHOMCECNEEHHbIX
PA3HOPOOHBIX OAHHBIX, A MAKICE CHEeYUANbHYIO CUCIEMY NPAGUN, NO3680NAI0WYI0 NPOBOOUMb OATbHeUUUT
aManu3 OAHHLIX, NOMYUEHHbIX C PA3IUYHBIX SPYNN UCOYHUKOS. lIpumenenue 0anHo20 no0xXo0a no3goaum
obecneyums cOOp MHONCECMBEHHOU PA3HOPOOHOU UHDOPMAYUU 00 IKOIOSUYECKOM COCMOAHUU 00BEKMO8 U
npoyeccoé ¢ mpex OCHOBHBIX KIACMEPO8 UCMOYHUKOE OAHHBIX, 3HAYUMBIX O CEeNbXO3NPOU3600CMEa:
oamuuxu, npubopvl U cucmemvl Ol HENOCPEOCMBEHHOU peUCmpayuu COCMOAHUA NPUPOOHBIX U
MEeXHO2eHHbIX 00beKmos, MoOUIbHble pobomuzuposantsle ycmpoticmea credxcerus (BILIA, c¢/x pobomer u
0p.); OaHHble HEUHBAZUBHO20 BUOCOMOHUMOPUH2A OJisl ONpeOeNeHUs COCMOAHUS HCUBLIX 0OBEKMO8.

Knwouesvie cnosa: azponpomviiiieHHblil KOMNIEKC, IKOA0SUYECKULL MOHUMOPUH2, cOOp, Xpanenue u
nepeoaua uHgpopmayuu; MoOenu U an2oOpummbsl; CUCIEMA NPAGUL.
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AN APPROACH TO CREATING A UNIVERSAL SYSTEM FOR COLLECTING,
STORING AND TRANSFERRING HETEROGENEOUS DATA ON THE ECOLOGICAL STATE
OF OBJECTS AND PROCESSES OF THE AGRO-INDUSTRIAL COMPLEX

The article presents an approach to creating a universal system for collecting, storing and transmitting
heterogeneous data on the ecological state of objects and processes of the agro-industrial complex, which includes the
use of developed models and algorithms: a model for collecting multiple heterogeneous data from various types of
sources; an algorithm for the functioning of a special device for collecting and transmitting data; a message format for
transmitting information from this device to the storage system; a model for storing multiple heterogeneous data, as
well as a special system of rules that allows further analysis of data obtained from various groups of sources. The
application of this approach will allow the collection of multiple heterogeneous information about the ecological state
of objects and processes from three main clusters of data sources important for agricultural production: sensors,
devices, and systems for direct registration of the state of natural and man-made objects; mobile robotic tracking
devices; non-invasive video monitoring data to determine the state of living objects.

Keywords: agro-industrial complex; environmental monitoring; collection; storage and transmission of
information; models and algorithms; system of rules.
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A.E. 3YBAHOBA, ’X.B. MEKIIIEHEBA, A.A. MOPO30B, C.B. HOBUKOB,
10.C. COPOKBAIINHA, JI.A. TEPEXOBA, A.E. TPYBUH

MAKPOSKOHOMMNYECKOE ITPOI'HO3UPOBAHUE COLIUAJIBHO-

IKOHOMUMYECKOI'O PA3BBUTUA POCCUN B MEX KCTPAHOBOM CPABHEHHUH

C IIOMOIBIO 'AYCCOBCKHX ITPOLHECCOB

B cmamove oxapakmepu3oeana aKmyalbHOCNnlb NPpUMEHEHUS MAKPOIKOHOMUHYECKO20

NPOSHO3UPOBAHUSL C NPUMEHEHUEM pecpeccuu 2ayccosckoz2o npoyecca. bvinu cpasnenvl npocmoii 6a308biti
Memoo, CMaHOApmMHAsi MHO2OMEDPHAS Pe2peccus 8PEMEeHHbIX PA008 U pespeccusi 2ayCCO8CK020 Npoyeccd.
Onpeoenena u 060CHOBAHA HAUNYHUIASL MOOENb Ol NPOSHOZUPOBAHUS MAKPOIKOHOMUYECKUX NoKa3amerell
Ha npumepe npozHosuposanusi BBII. [locmpoennas Ha ocHo8e MHOLOMEPHO2ZO BPEMEHHO20 pAdd MOOelb
nokasana Hauboee KaveCmeeHHoOe peulerie IKOHOMempuiecKkoll 3a0a4u.

Knrwouesvie cnosa: maxpodKoHOMUuecKkoe HNPOSHO3UPOBAHUE, GHYMPEHHUN B8Al08blll NPOOYKM,

peapeccus  2aycco8cko2o npoyecca; 0a308as pecpecCUOHHAs MOoO0elb, CMAHOAPMHAS MHO2OMEPHAs.
pezpeccus.
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MACRO-ECONOMIC PREDICTION OF SOCIAL AND ECONOMIC DEVELOPMENT OF RUSSIA
IN INTERCOUNTRY COUNTRY WITH THE HAUSSIAN PROCESSES

The article characterizes urgency of application of macroeconomic forecasting with application of regression
of the Gaussian process. A simple basic method, standard multivariate time series regression and Gaussian process
regression were compared. The best model for forecasting macroeconomic indicators is determined and justified by the
example of GDP forecasting. The model constructed on the basis of a multidimensional time series showed the most
qualitative solution of the econometric problem.

Keywords: macroeconomic forecasting; gross domestic product; gaussian regression; baseline regression
model; standard multivariate regression.
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METOJA ITPOI'HO3UPOBAHMUSA INTEPUOJUIHOCTHU KOHTPOJIA
COCTOSAHUA DJIEMEHTOB CUCTEMbI PACIIPEJAEJIEHHBIX
CUTYAIMOHHBIX HEHTPOB ITPU UX MOHUTOPUHT'E

B cmamve npednooicen nayuno-memoouueckuli nooxoo0, NO3GONAIOUUL UCCTE008aMb NPOYECCH
U3BMEHEHUs. COCMOSAHUA 9INEeMEHMO8 Ccucmemsl pacnpedenentvix cumyayuonnslx yeumpos (CPCL])
cumyayuonnvix yewmpos (CL]), npocrnozuposams epems npusederus 6 Hepabomocnocodonoe cocmosnue CLJ,
onpedenamo pems soccmanogienus CL ¢ yuemom npoenosa u oyenusanus 3¢pgpexma pemeHHo20 pecypca,
nOIYYaeMo20 npu npoGedeHUU YKa3aHHbIX MepoOnpusmull.

Knwouesvie cnosa: monumopumz;  8peMeHHOU  pecypc,  HepabomocnocoOHoe  cOCmOosHUe
CUMYAYUOHHO20 YeHmpa, CUCMeMAa PAcnpedeNeHHbIX CUMYAYUOHHBIX YEHMPO8, CUMYAYUOHHBIIL YeHmP.
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METHOD OF FORECASTING THE FREQUENCY OF CONTROL OF ELEMENTS
OF THE SYSTEM OF DISTRIBUTED SITUATIONAL CENTERS DURING THEIR MONITORING
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The article proposes a scientific and methodological approach, studies of the processes of changing the state
of the elements of the system of distributed situational centers (SDSC). It also allows you to predict the time of
transition of the SC to the inoperable state of the SC and determine the recovery time of the SC. The calculation of the
forecast estimate is carried out taking into account the forecast and evaluation of the effect of the time resource
obtained during the operation of the SC.

Keywords: monitoring; time resource; inoperable state of the situation center; system of distributed situation
centers; situation center.
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TEJIEKOMMYHUKAILIMOHHBIE CUCTEMBI  KOMIIBIOTEPHBIE CETH
VJIK 004.772

K.A. BATEHKOB, K.A. KIIMMAHTOB, B.P. KPABYEHKO, P.I'. COTHHUKOB
CPABHUTEJIbHBIA AHAJIN3 XAPAKTEPUCTHUK ICMP-TYHHEJIS

B cmamve paccmompena memoouxa opeanuzayuu |CMP-mynuens, cmpykmypa e3aumooeticmeus
ycmpoiicms, yuacmeylowux 6 nepeoaie OAHHbIX, ONpeoesieHbl OCHOGHblE XAPAKMepUCmuKu mpaguxa,
npoxoosawe2o yepe3 myHHelb U npouzseder CPasHUMeNbHbI AHAIU3 C AHATIOSUYHBIMU XAPAKMEPUCIUKAMU
cmandapmnozo 3anpoca Ping, coenanvl 6b1600bL O YenecO0OPAHOCMU UCNONb308AHUS. MYHHEN U 0bwjue
8b18600b1 O CKPLIMHOCMU nepedaie OaHHbIX.

Kniouesvie cnosa: nakemnas nepeoava oannvix, \CMP; ping; ckpwimoni kanan, xapaxmepucmuxu
mpaghuxa,; Ptunnel.
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COMPARATIVE ANALYSIS OF ICMP TUNNEL CHARACTERISTICS

The article discusses the method of ICMP tunnel interaction, the interaction of devices involved in data
transmission, the main characteristics of traffic passing through the tunnel and a comparative analysis using the
standard characteristics of a ping request, conclusions are drawn about the expediency of using the tunnel and general
conclusions about the secrecy of data transmission.
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VK 654.172
A.H. OPEIIIMH, B.A. CABYEHKO

BbIBOP METOJA CTE'AHOI'PA®UU BE3 IIOTEPDH
B C’KATOM BUJEO CTAHIAPTA MPEG-4
JJIsA PEHHEHUA 3AJAY AYTEHTU®UKAIUU CYBBEKTA JOCTYIIA

Obvekmom  OauHOU  pabomwvl  AGIseMCs  cmezanozpagus — uzo0padcenus,  Hecyujezo
uoenmupurkayuonuvle NpusHaKu cyovekma odocmyna 8 cocamom eudeo cmanoapma MPEG-4.
Paccmampusaiomess  ocnosnble  noHamus, C8A3aHHble €O cmezanozpagueli, a maxdce Cnocoowvl
cmezanozpaguu uzoopadicenuss 8 eudeonomox. Ilpeocmasnennas kuaccugukayus anreopummos CoHcamusl
nozeonsiem 601ee adeK8amHo NOOOUMU K 8b100py Memody cmezanozpaghuu b6e3 nomepo.

Knrouesvle  cnosa:  cmezanocpagpus; — cmeeananus;,  Kpunmozpagus; — aymenmupurayus,
bezonachocms, yugposas yerocmuocmn, MPEG-4; MPA4Stego; MPEGLet.

CIIMCOK JIMTEPATYPBI

1. Arpanosckuii A.B. u np. OcHOBBI KOMIbIOTepHOW cTeraHorpadum / A.B. Arpanosckwmii, [1.H.
Hessauun, P.A. Xagu, A.B. Uepemymikun. — M.: Paguo u cBs3p, 2003.
2. T'pubynun B.I'., OxoB U.H., Typunues U.B. I{udposas creranorpadus. — M.: COJIOH-IIpecc,

2002.
3. 3pipsHOoB A.B. Meronpl 3alMThl aBTOPCKUX NPaB C WCIONB30BaHHEM HHU(MPOBBIX BOMASHBIX
3HaKOB B BHJcOoKOHTeHHepax ¢(opmara MPEG. — BectHuk Tomckoro rocyHHUBEpCcHTETA.

[Tpunoxenue, 2007. — Ne 23. — C. 142-156.
4. Opemmn A.H., JIsicanos W.FO. HoBeiii MeTon aBTOMAaTH3alliy MPOILECCOB ayTEHTHU(PUKAIIUN
NepcoHaia ¢ ucnojib3oBaHueM Buzeomnoroka // Tpyasr CIIMMPAH, 2017. — Ne 5(54). — C. 35-

56.
5. OpemH A.H. Meron ayreHTudukanuu cyObeKTa Ha CTPOUTENBHBIX OOBEKTaX Ha OCHOBE
¢dopmupoBaHusl M 00pa0OTKH TeTePOreHHOr0 MNOTOKa. — WHQPOpMAaluOHHBIE CHUCTEMBI WU

texHojoruu, 2017. — Ne 5(103). — C. 99-103.

Opewmnn Anapeii HukosiaeBuu

OI'KBOY BO «Axkanemus PenepanbHOi ciryk0b1 oxpanbl Poccuiickoit @eneparuny, r. Open
Kanaugar TeXxHHUECKUX HaYK, HOIEHT, COTPYIHHUK

Ten: 8 (4862) 54-99-13

E-mail: strongnuts@mail.ru

CaBuenko Bukrop AJiekceeBny

OI'’KBOY BO «Axagemust @enepansHO ciry>k0bI oxpabl Poccuiickoit @enepanuuy, r. Open
CoTpyaHuK

Texn: 8 (4862) 54-99-13

E-mail: vasav2000@mail.ru

A.N. OREShIN (Candidate of Engineering Science, Associate Professor, Employee)

V. A. SAVChENKO (Employee)
The Academy of Federal Security Guard Service of the Russian Federation, Orel

CHOOSING A LOSSLESS STEGANOGRAPHY METHOD IN MPEG-4 COMPRESSED VIDEO
FOR SOLVING ACCESS SUBJECT AUTHENTICATION PROBLEMS
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The object of this work is the steganography of an image bearing the identification features of the access
subject in a compressed video of the MPEG-4 standard. The basic concepts related to steganography are considered, as
well as methods of steganography of an image into a video stream. The presented classification of compression
algorithms allows a more adequate approach to the choice of a lossless steganography method.

Keywords: steganography, steganalysis, cryptography; authentication; security, digital integrity; MPEG-4;
MP4Stego; MPEGLet.
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HHOOPMALTUOHHAA BE3OITACHOCTD U 3ALIJUTA HHDOOPMAIL[HH

VK 519.6; 681.83

B.T. EPEMEHKO, B.®. MAKAPOB, /I.I0. HEHAEB

IOPEKTUBHOCTDb IPUMEHEHUSA A3BIKA ®OPMAJIBHBIX CUCTEM
KAK OCHOBBI YIIPABJIEHUSA BE3OITACHOCTBIO CJIOXKHBIX CUCTEM

B nacmosuyeti pabome paccmampueaiomcs 0COOEHHOCMU MAMEMAMUYEecKUx abcmpakyuil u
MAMeMamu4eckux Memooo8 NO3HAHUA, A MakKdice Guiocopcrue acnekmvl 000CHOBAHUL 3P pexmusHocmu
NPUMEHEHUS S3bIKA POPMATbHBIX cucmem OIS UCCIeO08AHUSL CBOUCME CIIONCHBIX CUCTIEM.

Knwueevie cnoea: mamemamuueckas a6cmpai<uu}1; meopust  NO3HAHUA, ModeﬂupoeaHue;
a0eK8amuoCmo GOCI’IPOMS’GQ()GHM}L' OCHOB6AHUA, Kpumepuu, nosnaeamelbrasl oesimenbHOCMb.
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THE EFFECTIVENESS OF USING THE LANGUAGE

OF FORMAL SYSTEMS AS THE BASIS FOR MANAGING THE SECURITY OF COMPLEX SYSTEMS

In the present work features of mathematical abstractions and mathematical methods of knowledge, and also
philosophical aspects of a substantiation of efficiency of application of language of formal systems for research of
properties of complex systems.
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YK 004.62
C.A. KOHOBAIJIEHKO, 1.JI. KOPOJIEB, B.I'. CEKYHOB

MOJEJUPOBAHUE CUCTEMbI OBHAPYIXEHMSI,
NPEAYIIPEXXKJAEHUA U JIMKBUJIALIMWUA ITOCJTEJACTBUU KOMIIBIOTEPHBIX ATAK

Tloscemecmnoe ucnonvzosanue asmomamuzupogannvix cucmem (AC) 0na pewtenus wupoxozo Kpyaa
UHpOPMAYUOHHBIX  3a0ay  obycrasiugaem HeoOX00UMOCMb NPUMEHEHUsL CcUucmeMm oOecnedeHuss ux
UHPOPMAYUOHHOU DE30NACHOCHU, K KOMOPbLIM OMHOCUMCS CUCMEMA OOHAPYIICeHUsl, NPedynpexdcoenus u
auxeudayuu nociedcmsuit komnvromepuvix amax (COIIKA). Ilpaxmuxa npumenenus COIIKA na AC
CBUOETNENbCTNEY e O HUSKOM YPOGHe 00CMOBEPHOCIU U A0ANMUBHOCIU Npoyecca ee QyHKYUOHUPOBAHUS,
00YCNOGNIEHHOM — Omcymcemeuem KOHmpons mexkywezo cocmosinus  onemenmos COIIKA,  oyenku
aghexmusHocmu npoyecca ux GYHKYUOHUPOBAHUS, A MAKIICE OOIICHO20 GHUMAHUSL, YOENIeMO20 PEUEHUIO
60NPOCO8 ABMOMAMUZAYUU NPOYECCca USMEHEHUs NOCAeO08AMENbHOCU GbINOIHAEMbIX CUCTHEMOU PYHKYUI,
6 3aBUCUMOCTHU OM PA3IUYHBIX YCI08ULL ee IKChAyamayuu u cocmosnus 3awuujennocmu AC 6 mexywuil
MOMEHM @PeMeHU U ¢ meyenueM epemenu. B yensx noeviuienus ypoeHs. 00CMOBEPHOCHU U A0ANMUBHOCU
npoyecca ¢ynxkyuonuposanus COIIKA Ha ocnose meopuu epaghos u cemeii Ilempu paspabomana
MamemMamuieckas Mooenb UCCIe0yemMo2o 00beKma, OMAUdawWascs om U3BeCmHbIX mem, Ymo onpeoenend
COBOKYNHOCMb, paHee He YUUMbEAeMbIX Npoyedyp, 8 UYACMHOCMU, A8MOpusayuu, OnpeoesieHus Mmund,
COCMOsIHUSL, YCIOGUI IKCIIYAMAyUY, OYeHKU 3PPexmusHocmu npoyecca QyHKYUOHUPOBAHUSI INEMEHMO8
COIIKA, a makoce ¢hopmuposanusi yeneu YAPasieHus U YRpasusiiowux 6030eicmeuli, ¢ NoCieoyIouum
onpeodeneHuem ux OnMmUMAarbHOCTY, COXPAHEHUEM U Pearu3ayuel.

Knwouesvie cnosa. cemv Ilempu; cucmema o00OHapydceHus, NPeOynpexcoeHus u AUKeuoayuu
nOCIe0Cmeull KOMNbIOMEPHBIX AMAK, nogvluienue IpdexmugHocmu.
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SIMULATION OF A SYSTEM OF DETECTING, PREVENTING
AND ELIMINATING THE CONSEQUENCES OF COMPUTER ATTACKS

The widespread use of automated systems (AS) for solving a wide range of information problems necessitates
the use of systems of ensuring their information security, which include the system for detecting, preventing and
eliminating the consequences of computer attacks. The practice of using the system of detecting, preventing and
eliminating the consequences of computer attacks at AS indicates a low level of reliability and adaptability of the
process of its functioning, due to the lack of control of the current state of the system of detecting, preventing and
eliminating the consequences of computer attacks elements, assessment of the effectiveness of the process of their
functioning, as well as due attention paid to solving the issues of automating the process of changing the sequence of
functions performed by the system depending on various conditions its operation and the state of protection of the AS at
the current time and over time. In order to increase the level of reliability and adaptability of the system of detecting,
preventing and eliminating the consequences of computer attacks functioning process, on the basis of the theory of
graphs and Petri nets, a mathematical model of the object under study has been developed, which differs from the
known ones in that a set of previously unaccounted procedures is defined, in particular authorization, determination of
the type, state, operating conditions, assessment the efficiency of the process of functioning of the system of detecting,
preventing and eliminating the consequences of computer attacks elements, as well as the formation of management
goals and control actions, with the subsequent determination of their optimality, preservation and implementation.

Keywords: Petri net; a system of detecting; preventing and eliminating the consequences of computer attacks;
increasing efficiency.
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VJIK 32.019.51
A.H. PABYEBCKUI, E.A. PABYUEBCKUI

OHNEHKA NOTEHHHUAJIBHOI'O YPOBHS
NHOOPMALMNOHHOI'O BJUAHUA ITOJIB30OBATEJIEU B COLNUAJIBHBIX CETAX

3adaua evissnenus Haubosee GIUAMENLHBIX NONb308AMENEl COYUATbHBIX cemell O4eHb B8ANCHA OJis
npeoomepaueHusi  PAcnpoCmMpaneHusi  UPYCHO20 KOHMeHma, elikos u  Opy2ol  0ecmpyKmueHOU
unopmayuu. B cmamve paccmompenvl cywecmsyoujue mMemoovl blAGNeHUs Hauboaee GIUSMeIbHbIX
noabzoeamenell, OCHOBAHHbIE HA AKYUOHWILHOM U meopemuro-epaposom nooxodax. Iloxazana
YenecooOpasHOCMb UCHONL30BAHUSL KOMIJIEKCHO20 N00X00d, YYUMblealouje2o KAk YPO8eHb aKMUBHOCHIU
noavszoeamenell, MaxK u napamempuvl 2pagos ux coyuanvuvix cesazeu. Ilpednodicen memoo GuvlsigneHUs.
Haubonee GIUAMENbHBIX NOAb308AMeENell COYUATbHBIX cemell Ha OCHO8e pacyema NOMEeHYUAIbHO2O YPOGHS.
enusHUS novzoeameneil. Ilpusedenvl pesyibmamol NPUMeHeHUst Memood OJisl UCCTe)08AHUsL NOAb308AMeNel,
B0GNICUCHHBIX 6 NPOMECHHUble aKYUul 60 8peMst 8blOopos npesudenma pecnyonuxu Berapyce ¢ 2020 200y u
unpopmayuonnozo 6bpoca o «0eopye Ilymunay. Coenan 81800 0 nNpocmome u NPAKMULECKOU 3HAYUMOCIU
npeonodceHHo2o memooa. Hameuenvr nymu oanvueiuux uccie008anull.

Knroueevie cnosa: coyuaivHole cemu, qubopmaquHﬁoe GlusAHUE, Haubonee GaUAMENbHbIC

noIb308ameNnU; NOMEHYUALbHbIL VPOBEHb GIUSAHUA, NYONUKAYUOHHASL AKMUBHOCMb, 2pagd COYUATbHbIX
cessell.
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EVALUATING THE POTENTIAL LEVEL
OF INFORMATIONAL INFLUENCE OF USERS ON SOCIAL MEDIA

The task of identifying the most influential users of social media is very important to prevent the spread of viral
content, fakes and other destructive information. The article considers existing methods of identifying the most
influential users, based on the action and graph-theoretic approaches. It shows the feasibility of using an integrated
approach that would consider both the activity level of users and the parameters of their social relations graphs. The
method of identifying the most influential users of social networks based on the calculation of the potential level of
influence of users is proposed. The results of method's application to research the users involved in the protest actions
during the presidential elections in 2020 and the information dump about "Putin's palace™ are presented. It is
concluded that the proposed method is simple and practical. Ways for further research are outlined

Keywords: social media; information influence; most influential users; potential level of influence; publication
activity; social networking graph.
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UHopMayuoHHbIe cucmeMbl U mexHosI02uu

TPEBOBAHMUA
K 0(hOPMJICHHIO CTATBH VISl OIy0JIMKOBAHHS B ’KypHaJle
«HpopManHOHHBIE CHCTEMBI H TEXHOJIOTHI»

OBIIME TPEBOBAHMUA

O0pemM MaTepuaia, HpeagaraeMoro K IyOJHKalM{, W3MepsSeTcsl CTpaHWLAMH TEKCTa Ha JIHMCTax
dpopmaTra A4 u comepxur oT 4 10 9 cTpaHHMI; BCE CTPAaHUIBI PYKONHMCH JOJKHBI UMETH CIUIOMIHYIO
HyMeparuro.

B ognom cOopHHMKE MOKET OBITH OIyOJIMKOBaHAa TOJBKO OJAHA CTaThi OJHOIO ABTOPA, BKIIOYAs
COaBTOPCTBO.

AHHOTaMM BCeX MyOJMKYeMbIX MaTepHajioB, KIIOUEBBIE CIIOBA, HH(oOpManus o0 aBTOpax, CHHCKH
JIUTEpaTypsl OyAYyT HaXOAUTHCS B CBOOOAHOM JOCTYIE Ha caiiTe COOTBETCTBYIOILEIO )KypHalla M Ha caiire
Poccuiickoii HayuHOH 31ekTpoHHOM OubnroTekn — PYHOB (Poccuiickuii MHAEKC HAYYHOTO LIMTHPOBAHMUS).

IToMuMO cTaTbu aBTOPHl JOJDKHBI IIPEACTABUTH 3AKIIOUEHUE O BO3MOXKHOCTU OTKPBITOTO
OITyOJIMKOBaHUS CTAThH.

TPEBOBAHUS K COJEPKAHUIO HAYYHOM CTATBH

Hayunas cratesi, mpenocraBisemMas B JKypHaJbl, JOJDKHA HMMETh CIEAyIOnHe 00s3aTebHbIe
AIIEMEHTHI:

— MIOCTAaHOBKa MPOOJIEMBI MITH 33]]a4d B 00LIEM BUJIC;

— aHaJu3 OCTWKEHUH M MyONUKaIMi, B KOTOPBIX MpeiaraeTcsl peuieHue JaHHOW MPOoOIeMBbl W
3aJ]auu, Ha KOTOPBIE OMIMPAETCS aBTOP, BbIJICIIEHUE HAYIHOW HOBU3HBL;

— HCClIe0BaTeNbCKas 4acTh;

— 000CHOBaHUE MONYYECHHBIX PE3yJIbTaTOB;

— BBIBOJBI IO JAaHHOMY WCCIICIOBAaHHIO M TMEPCHEKTHBBl JalbHEUIIEr0 pa3BUTHA JaHHOTO
HaTpaBJICHUS;

— Oubmmorpadus.

TPEBOBAHHUSA K O®OPMJIEHUIO HAYYHOM CTAThH

Crares nomkHa ObITh HaOpana mpudtom Times New Roman, pasmep 12 pt ¢ oguHApHBIM
WHTEPBAJIOM, TEKCT BBIPABHUBAETCS MO MIMpPUHE; ab3amHbIid oTcTyn — 1,25 cM, mpaBoe moie — 2 cM, JIEBOe
roJse — 2 ¢M, OJI BHU3Y U BBEPXY — 2 CM.

Oobs13aTesIbHBIE )1eMEHTHI:

- YIK

— 3arJjiaBue (Ha pycCKOM M aHIJIMIICKOM SI3bIKAX)

— aHHOTauus (HA PyCCKOM U AHIVIMICKOM SI3bIKAX)

— KJIIO4YeBble CJIOBA (HA PYCCKOM M aHIJIMICKOM SI3bIKAX)

CIIMCOK JINTEPATYPhl, HA KOTOPYIO aBTOP CCBUIAETCS B TEKCTE CTATBHH.

TABHI/ILIBI PUCYHKH, ®OPMVYJIbI

Bce Tabmuipl, pUCyHKH W OCHOBHBIE (DOPMYIIbBI, NPHUBEIEHHBIE B TEKCTE CTAThH, JOJDKHBI OBITh
MPOHYMEPOBaHBI.

DopmyJibl crieayeT Habupath B peaakrope dopmyn Microsoft Equation 3.0 ¢ pasmepamu: 0ObIUHBII
mpudt — 12 pt, xpynueii wagexkc — 10 pt , menkuit mHmekc — 8 pt. Mopmyiabl, BHeAPEHHbIE KaK
u3odpakeHne, He jgomyckawtcs! Pycckue u  rpeueckue OykBbl, a Takke 0003HaueHUS
TPUTOHOMETPUYECKUX (PYHKIIUI HAOUPAIOTCS MPSIMBIM HIPUPTOM, JIATHHCKHE OYKBBI — KYPCUBOM.

Pucynku u npyrue wnnocTpanuu (4epTexu, TpaduKy, CXeMbl, IuarpaMmbl, (OTOCHUMKH) CIIeyeT
pacrnonaraTh HEIOCPEICTBEHHO MOCIE TEKCTa, B KOTOPOM OHHM YIIOMHHAIOTCS BIEpBbIC. PHCYHKH, YHCIIO
KOTOPBIX JIOJDKHO OBITH JIOTHUECKH OTPaBJIaHHBIM, MPEICTABISIOTCS B BUJIE OT/ACIBHBIX (ailiioB B Gpopmate
*.eps (Encapsulated PostScript) nim TIF pazmepom He menee 300 dpi.

CBEJEHHS Ob ABTOPAX
B xoH1ie crateu npuBozsitcs Habpanubie 10 pt cBenenns 06 aBTOpax B TaKOW MOCIE0BATEILHOCTH:
(dbamuiust, UM, OTYECTBO (HONYKUPHBIHA IWPHT); yUpeKICHHE UM OPraHU3alus, yueHas CTENeHb, YIeHOe
3BaHUe, JOJDKHOCTb, aJipec, TenedoH, aNeKTpoHHas mouta (00baHbi mpudT). CBeleHus 00 aBTOpax TaKxke
MPEOCTABIISIOTCS OTJCIBHBIM (DailioM 1 00sI3aTeNBHO AyOIUPYIOTCSl HA aHTIIMHCKOM SI3BIKE.
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